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1.Introduction 

 

Prospect Vale Primary School is committed to ensuring that all personal data it 

processes is managed appropriately and in compliance with the Data Protection 

Act 2018 (DPA) and the UK General Data Protection Regulation (GDPR). 

 

This includes ensuring that all unauthorised or unlawful processing, loss, 

destruction or damage to data (known as personal data breaches) are quickly 

identified and reported within the Council and, when appropriate, to the Information 

Commissioner’s Office (ICO) and/or affected individuals. 

 

 

2. Purpose 
 

The purpose of this policy is to ensure that the School reacts appropriately to 

mitigate the risks associated with actual or suspected security incidents relating to 

information systems and data. The School recognises that there are risks 

associated with users accessing and handling information to conduct official 

School business. 

 

This policy applies to all staff employed by our School, Governors and to external 

organisations or individuals working on our behalf. 

 

The personal information that the School holds must be handled and dealt with 

securely, regardless of format. 

 

 

3. Responsibilities 

 
The Headteacher has overall responsibility for breach notification within the 

School. They are responsible for ensuring breach notification processes are 

adhered to by all staff and are the designated point of contact for personal data 

breaches. 

 

The Governing board has responsibility for the oversight of the School’s 

compliance with GDPR. 

 

The Business Manager is responsible for completing the data breach form and 

reporting any data breaches to the DPO via igschoolsupport@stockport.gov.uk 
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The Data Protection Officer (DPO) has overall responsibility for monitoring 

compliance with this policy, overseeing the breach management process and 

providing risk-based advice to the organisation. The DPO will be the main contact 

with the ICO. 

 

Line Managers are responsible for ensuring that all staff are aware of their 

responsibilities to report any breaches of personal data and investigate any 

incidents. 

 

All staff are responsible for immediately reporting any incident or breach affecting 

personal data held by the School to the Business Manager. 

 

 

4. Personal Data Breaches 

 
A personal data breach occurs where there is an actual or potential loss of personal 

information or an unauthorised disclosure of personal data, where the incident 

could affect an individual’s privacy, lead to identity fraud, or have some other 

significant impact on individuals or the School. 

 

These incidents could occur by a range of means including the information being 

lost, stolen, accessed, disclosed, or altered without appropriate authority. 

 

The ICO states that a personal data breach/incident can happen for a number of 

reasons. The most common types of data breaches include: 

• Personal data being disclosed to the incorrect recipient via email, post or 

          verbally 

• Cyber incidents – such as hacking or disruption 

• Lack of appropriate checks before disclosure e.g., not redacting third party 

          data 

• Personal data accessed inappropriately or maliciously 

• Personal data disclosed unlawfully or without consent 

• Loss or theft of paperwork or devices holding personal data 

 

 

5. Management of data breaches 
When an incident occurs, there are four important elements to the incident management 

plan: 

• Containment and recovery 

• Assessment of on-going risk 

• Notification 

• Evaluation and response. 

The GDPR mandates a duty on all organisations in the UK to report certain types of data 
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breaches to the ICO. In some cases, organisations also must notify certain types of data 

breaches to the individuals affected. 

 

A notifiable breach must be reported to the ICO within 72 hours of the organisation 

becoming aware of it. It is, therefore, important that staff recognise when an incident has 

occurred and be able to report it appropriately, so that immediate action can be taken to 

contain it. 

 

All data breaches must be reported to the Information Governance Team at Stockport 

Council within 24 hours. 

 

5.1 Containment and recovery 

 

The person discovering a personal data breach should report it immediately as follows: 

• to their line manager and the School’s Business Manager 

• to the Information Governance Team, via igschoolsupport@stockport.gov.uk, or by 

telephone on 0161 474 4299, who will log the incident and advise on the next 

steps/any immediate action required to contain the incident; 

• to any other departments who may need to be involved e.g. HR, ICT. 

 

At this point an Investigating Officer (usually a Manager) must start a full investigation 

without delay. The Personal Data Breach Form should be completed and sent to the 

Information Governance Team within 24 hours. 

 

The Investigating Officer should ensure that they obtain all relevant facts regarding the 

incident, take possession of any documentation, and record any key facts/decisions from 

this point forward. As a minimum this should include: 

• Date and time of the incident. 

• Who was involved. 

• Exactly what information has been disclosed. 

• How the breach occurred. 

• Whether the data has been recovered. 

• Whether the individual/(s) whose data was involved in the incident (data subject) are 

aware of the breach. 

• What immediate corrective action has been taken. 

• What further actions have been planned. 

 

 

5.2 Assessment of ongoing risk from breaches 

 

The Investigating Officer must accurately define any risk to the School or individual/s as a 

result of the breach. This will need to be assessed to allow the School to control and mitigate 

the risk. The risks associated will be dependent on: 

• The type of data involved. 
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• How sensitive the information is. 

• Whether there were any protections in place, e.g., encryption 

• What has happened to the data, if known. 

• The categories and approximate number of individuals concerned. 

• The categories and approximate number of personal data records concerned. 

• What harm can come to those individuals whose data has been lost. 

• Whether there are any wider consequences to the loss of the data. 

 

5.3 Notifications 

 

Sometimes the School may have to report the breach to the following: 

• The Information Commissioner’s Office or/and 

• the individuals themselves. 

 

Depending on the incident there may be other legal, contractual or sector-specific 

requirements to notify various parties. 

 

ICO 

 

The GDPR introduced a duty on all organisations in the UK to report certain types of data 

breaches to the ICO. If the breach is likely to cause a risk to individual’s rights and freedoms 

it must be reported within 72 hours of the School becoming aware of it. Any ICO notifications 

will be determined by the Data Protection Officer alongside the School, or in the DPO’s 

absence, the most senior member of the Information Governance team at Stockport Council. 

 

Where the ICO is to be notified, the ICO breach reporting form will be completed by a 

member of the Information Governance Team, alongside the Headteacher. 

 

The notification to the ICO should include all information known at the time the incident is 

notified. Further details can be added to the notification as they become known and as the 

internal process develops. 

 

The ICO will respond to the breach notification and may conduct further investigations. The 

findings of the ICO investigation may require further changes to policies or procedures or 

impose sanctions. Any interactions with the ICO regarding breaches should be brought to the 

attention of the IG team and the investigating officer. 

 

Individuals 

 

Where a personal data breach/incident is likely to result in a high risk to the rights and 

freedoms of individuals, a data controller must notify those concerned directly, without 

undue delay. An immediate assessment must be made as to whether the data subject should 

be notified. This decision should be made following consultation between the DPO and the 

School. 
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Notification will include a description of how and when the breach occurred, and the data 

involved. Specific and clear advice will be given on what they can do to protect themselves 

and include what action has already been taken to mitigate the risks. Individuals will also be 

provided with a way in which they can contact the DPO for further information or to ask 

questions on what has occurred. 

 

As a rule, it is recommended that the data subject is informed unless you can clearly justify 

why it is not in the data subject’s interest to do so. 

 

Any communication to an affected data subject should contain: 

• the name and contact details of the School’s DPO; 

• describe the likely consequences of the personal data breach; 

• describe the measures taken or proposed to be taken to address the personal data 

breach, including, where appropriate, measures to mitigate its possible adverse 

effects. 

 

A template letter is provided at Appendix 3.  

 

Data Subjects will not need to be notified in the following circumstances:  

• Where the School has implemented appropriate technical and organisational 

protection measures and that those measures were applied to the personal data 

affected by the personal data breach i.e., data was encrypted.  

• Where the School has taken subsequent measures which ensure that the high risk to 

the rights and freedoms of the data subject is no longer likely to occur.  

• Where notification would require disproportionate effort. In such circumstances 

there would still be an expectation for there to be a public communication or similar 

measure to notify data subjects  

 

If the Investigating Officer is concerned that an employee may be involved in 

fraudulent activity, the Headteacher should be contacted for advice.  

 

A record will be kept of any personal data breach, regardless of whether notification to 

the ICO was required.  

 

Third Parties  

 

The School might consider notifying third parties such as the police, insurers, banks or 

credit card companies, and trade unions. This would be appropriate where illegal activity 

is known or is believed to have occurred, or where there is a risk that illegal activity 

might occur in the future. 

 

 

5.4 Evaluation and response  
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Upon receipt of the completed Data Breach/Incident Reporting Form, the Information 

Governance Team will assess the incident and the investigation to date and advise on and 

co-ordinate any further actions required.  

 

The role of the IG Team is to:  

• review the circumstances of the incident and the action taken so far; 

• evaluate the circumstances in which the incident took place;  

• consider whether any further action needs to be taken to avoid further breaches 

or similar incidents occurring;  

• identify any corporate issues arising from the breach;  

• agree an action plan, responsible officers, and relevant timescales for 

implementation of follow-up of the incident;  

 

The IG Team will also review whether any risk of the breach occurring had been identified 

prior to the incident and whether it was avoidable. This will include:  

• How likely it is that the incident could recur; 

• Whether the incident occur despite existing measures being in place; 

• Whether current policies and procedures were followed. If not, why not.  

• In what way the current measures proved inadequate;  

• If staff had received appropriate training and communication in relation to 

information governance;  

• The suitability of current policies and procedures and whether revisions are needed 

 

All Data Protection incidents will be reviewed in accordance with NHS Digital’s; “Guide to 

the Notification of Data Security and Protection Incidents” 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

If an incident is identified as a High or Extreme Risk an investigation will be undertaken. 
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The DPO, in consultation with the School, may require an emergency investigation panel to 

be convened to investigate, guide, monitor and mitigate the incident.  

 

Consideration also needs to be given to whether or not the incident involved deliberate or 

reckless behaviour by an employee. For a deliberate act, disciplinary measures or 

prosecution should be considered, taking advice from Legal and HR. For reckless behaviour, 

disciplinary measures and retraining, as appropriate should be considered, taking advice 

from HR. 

 

6. Staff Notification and Training 

 
Where policy or procedure changes are introduced, all relevant staff should be informed of 

the changes and required to record their acknowledgement of reading and understanding 

the changes.  

 

There may also be a requirement to repeat, extend or revise training. All involved staff 

should be required to undertake any new or repeated training resulting from the incident.  

 

 

7. Monitoring  

 
The IG Team will monitor the implementation and progress of action plans for all incidents 

on a regular basis to ensure that follow-up action is taken to avoid repeat incidents 

occurring. 

 

If further information is required relating to this policy, please speak to your Line Manager 

in the first instance or to the Information Governance Team. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

APPENDIX A – PERSONAL DATA BREACH/INCIDENT REPORTING FORM 
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Stage 1 - To be completed by Investigating Officer 

 

Please refer to the Personal Data Breach Policy while completing this form 
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Stage 2 – Completed by the Information Governance Team 
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Risk Analysis Grading 
 

Risk analysis review – likelihood of harm 
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Appendix B - Template Data Subject Notification Letter  

 

Dear                       

 

I am contacting you because it has come to my attention that there appears to have been a 

breach in the security of Personal Information held about you by Prospect Vale Primary 

School. 

 

The circumstances of the incident are as follows:  

 

Explain what the breach entails, what personal/ special categories of personal information 

have been affected (be specific) and how the breach has been brought to the organisation’s 

attention  

 

I can confirm that Prospect Vale Primary School take the security of the Personal Data we 

control very seriously and steps have been taken to minimize the risk of this incident 

reoccurring and to mitigate any implications this incident may have on you and your privacy.  

 

The following steps have been taken to ensure this error has been contained and will not be 

repeated;  

 

Detail the steps taken, or intended to be taken, to ensure that this breach is contained and 

what action will be/has been taken to ensure that the breach is not repeated. Explain how 

the error occurred (if known).  

 

Also detail any steps which have been taken to assist the Data Subject in retaining control 

of their personal data.  

 

Please also detail any additional internal security measures which are available to the Data 

Subject (renewed passwords, security questions, notes on account detailing additional 

security may be required) and ask if the Data Subject would like to engage with any of 

these services.  

 

Should you wish to raise a formal complaint regarding this matter you may do so by 

contacting our Data Protection Officer: Karen Lane dpa.officer@stockport.gov.uk 

 

I would like to take this opportunity to apologise on behalf of Prospect Vale Primary School 

for this incident and any inconvenience or undue concern it may have caused you.  

 

If you would like to discuss this matter prior to taking further action please do not 

hesitate to contact me on 0161 437 4226 or email admin@prospectvale.stockport.sch.uk 

 

Yours sincerely, 

mailto:dpa.officer@stockport.gov.uk
mailto:admin@prospectvale.stockport.sch.uk

